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InteractX HMI’s 
Compliance with 21 CFR Part 11 Regulation 

March 3, 2008 
 
21 CFR Part 11 A§11.3 – Definitions 
 

Term Definition 
Biometrics A method of verifying an individual's identity based on measurement of the 

individual's physical feature(s) or repeatable action(s) where those features 
and/or actions are both unique to that individual and measurable. 

Closed System An environment in which system access is controlled by persons who are 
responsible for the content of electronic records that are on the system. 

Digital Signature An electronic signature based upon cryptographic methods of originator 
authentication, computed by using a set of rules and a set of parameters such 
that the identity of the signer and the integrity of the data can be verified. 

Electronic Record Any combination of text, graphics, data, audio, pictorial, or other information 
representation in digital form that is created, modified, maintained, archived, 
retrieved, or distributed by a computer system. 

Electronic Signature A computer data compilation of any symbol or series of symbols executed, 
adopted, or authorized by an individual to be the legally binding equivalent of 
the individual's handwritten signature. 

Handwritten Signature The scripted name or legal mark of an individual handwritten by that individual 
and executed or adopted with the present intention to authenticate a writing in a 
permanent form. The act of signing with a writing or marking instrument such 
as a pen or stylus is preserved. The scripted name or legal mark, while 
conventionally applied to paper, may also be applied to other devices that 
capture the name or mark. 

Open System An environment in which system access is not controlled by persons who are 
responsible for the content of electronic records that are on the system. 
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21 CFR Part 11 Subpart B - Electronic Records 
 
Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.10 Controls for Closed Systems InteractX should be implemented as a “closed system.”  This means 
that access to InteractX functions can be controlled by a person(s) 
who is responsible for the content of the electronic records stored by 
InteractX. 

InteractX provides a method of runtime security in the form of user 
levels. The level of security depends on who is currently operating the 
system. Each Operator, Approver or anyone using the system must be  
assigned a unique user name, a password, and a user level. 

User levels are active in the runtime environment only. They control  
each Users  access to certain functions. As an example, you can 
exclude the operator from viewing specific panels, accessing specific 
features or define the amount of information provided to the Activity 
Log  when a change is made,  based on their assigned user level.   

Operators of the InteractX product should be assigned User Levels 
appropriately.  Their access to panels and features of the product 
should be restricted to prevent unauthorized access. 

InteractX customers are responsible for implementing the application 
and developing procedures to ensure compliancy as a closed system. 

B§11.10 (a) Validation of systems to ensure accuracy, reliability, consistent 
intended performance, and the ability to discern invalid or altered 
records. 

It is the customer’s responsibility to develop procedures to ensure 
each application is properly validated. 
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Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.10 (b) The ability to generate accurate and complete copies of records in 
both human readable and electronic form suitable for inspection, 
review, and copying by the agency. Persons should contact the 
agency if there are any questions regarding the ability of the 
agency to perform such review and copying of the electronic 
records. 

InteractX  provides for Activity Logging, Historical Logging, and 
Alarm logging utilizing the Microsoft Jet Engine with Microsoft 
Access or Excel, to SQL, Oracle Databases or ODBC.  InteractX 
supports both local and remote database options.   This is setup via 
the standard InteractX GUI interface and provides the ability to  write 
multiple Datasets to Multiple Tables or Databases or all to the same 
Table or Database. 

Each Activity record can contain date and time information, User 
information, Previous Data Values and New Data Values reason 
codes and/or descriptions along with any data available to InteractX at 
the option of the system developer.  

Historical and Alarm records can also be date and time stamped along 
with any additional information needed and available to InteractX 

Database retrieval or printing can be achieved utilizing the features 
provided by the selected Database.  If placing the Database on a 
server the User will have added flexibility for both printing and 
retrieval of data. 

B§11.10 (c) Protection of records to enable their accurate and ready retrieval 
throughout the records retention period. 

The application developer will determine the lifetime of logged data, 
utilizing the features of the Selected Database. If Records are stored 
locally then InteractX will be a closed system.  If stored on a Server 
then the Customer  must use the security feature supported by the 
Selected Database to protect the integrity of the data.  When the 
database is on a Server InteractX provides the ability to define a user 
ID and Password for database access.  Also, InteractX provides for 
Forward Caching to insure data integrity if the Server is not available.  

Customer should implement policies and procedures to store the data 
for an appropriate period of time.   
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Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.10.d Limiting system access to authorized individuals. User access to assigned functionality can be limited by using 
InteractX’s built-in User Administration features or alternatively 
using NT Domain or Active Directory security from the Customers 
existing Network.  If using InteractX security, at the Application  
supported features are:  operator uniqueness, password uniqueness, 
minimum password length, and automatic lockout, by User Security 
Level:  automatic timeout,  by User: Unique User ID with Password, a 
Security Level to control access, both a user Lockout and Force 
password change Check Box and password aging, etc. to meet the 
requirements for limited access without relying on the underlying 
Windows operating system. 

Additionally at the Application Level the Windows Toolbar can be 
prohibited and at the System Level, access to the desktop can be 
prevented during boot-up.   

Additional standard procedures to limit physical access are the 
responsibility of the application developer and Customer.   

B§11.10 (e) Use of secure, computer-generated, time-stamped audit trails to 
independently record the date and time of operator entries and 
actions that create, modify, or delete electronic records. Record 
changes shall not obscure previously recorded information. Such 
audit trail documentation shall be retained for a period at least as 
long as that required for the subject electronic records and shall be 
available for agency review and copying. 

All data records can include a date and time stamp.  Data records for 
actions taken by the operators or users can also include the current 
operator name and the action taken. 

Logged data records cannot be altered on the closed system.  The 
logged data may only be viewed or printed out on the system.  If 
using a Database Server then it is the responsibility of the Customer 
to provide standard procedures to insure the integrity of the Database 

The time and date stamp used by InteractX can be programmed to 
synchronize periodically with the control system to ensure accuracy 
for the data and time stamps for events in the control system. 
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B§11.10 (f) Use of operational system checks to enforce permitted sequencing 
of steps and events, as appropriate. 

It is the responsibility of the user to implement limited user access to 
unauthorized areas of the application.  This can be done by restricting 
access on an input tool-by-tool basis, panel-by-panel, or for specific 
features of the InteractX product via InteractX Security Levels.. 

The InteractX product supports the ability to provide user information 
to the control system, sequence events, and respond to the control 
system.  These abilities can be used to develop application that 
enforces the required sequencing rules needed in an application. 

B§11.10 (g) Use of authority checks to ensure that only authorized individuals 
can use the system, electronically sign a record, access the 
operation or computer system input or output device, alter a 
record, or perform the operation at hand. 

InteractX password protection can be implemented to limit users 
access to unauthorized areas of the application.  User security 
supports restricting acces on a tool by tool basis, panel by panel or by 
restricting specific features of the application. In addition, InteractX 
supports electronic signature functionality directly on almost all tools 
in the product. 
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Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.10 (h) Use of device (e.g., terminal) checks to determine, as appropriate, 
the validity of the source of data input or operational instruction. 

InteractX user access restrictions can be applied to restrict access to 
the local system and prevent additional access via other systems. 

The quality of data acquired from devices may be stored as part of the 
log data using standard features of the InteractX product. 

B§11.10 (i) Determination that persons who develop, maintain, or use 
electronic record/electronic signature systems have the education, 
training, and experience to perform their assigned tasks. 

Education and training of persons who develop, maintain or use the 
electronic record/electronic signature systems to perform their 
assigned tasks is the responsibility of the customer. 

B§11.10 (j) The establishment of, and adherence to, written policies that hold 
individuals accountable and responsible for actions initiated under 
their electronic signatures, in order to deter record and signature 
falsification. 

It is the customer’s responsibility to develop procedures to ensure 
each application properly complies.  The InteractX product provides 
configuration of user access such that the OEM Machine Builder 
independent of the operating system.  It provides all the necessary 
features such that it may be maintained and supported by an End User 
as well. 

B§11.10 (k) 
Use of appropriate controls over systems documentation including: See (1) and (2) listed below. 

B§11.10 (k) (1) Adequate controls over the distribution of, access to, and use of 
documentation for system operation and maintenance. 

It is the customer’s responsibility to implement controls to limit the 
distribution of, access to, and use of documentation for system 
operation and maintenance. 

B§11.10 (k) (2) Revision and change control procedures to maintain an audit trail 
that documents time-sequenced development and modification of 
systems documentation. 

It is the customer’s responsibility to implement revision and change 
control procedures to maintain an audit trail that documents time-
sequenced development and modification of systems documentation. 
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Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.30 Controls for open systems 

Persons who use open systems to create, modify, maintain, or 
transmit electronic records shall employ procedures and controls 
designed to ensure the authenticity, integrity, and, as appropriate, 
the confidentiality of electronic records from the point of their 
creation to the point of their receipt.  Such procedures and controls 
shall include those identified in §11.10, as appropriate, and 
additional measures such as document encryption and use of 
appropriate digital signature standards to ensure, as necessary 
under the circumstances, record authenticity, integrity, and 
confidentiality. 

If using a SQL or Oracle Database, or maintaining another InteractX 
supported Database Type on a Network Server, the system is treated 
as an Open System for purpoases of this document.   

InteractX maintains Data Integrity by use of Electronic Signature 
features associated with each Data Entry Tool,  by use of Forward 
Caching to insure Data Integrity if the File Server is not available.  
Along with the features defined for use with a closed system.   

It is up to the Application Developer to utilize the Security Tools built 
into the selected Database, IE User Password protection, encryption, 
and the Customer to develop the appropriate procedures  along with 
training  of all System Users to provide for Data Integrity 

B§11.50 Signature manifestations See (a) and (b) listed below. 

B§11.50 (a) Signed electronic records shall contain information associated with 
the signing that clearly indicates all of the following: 

The InteractX  Application Developer has the option for each Input 
Tool to require Input Approval.  The options available for input 
approval  are to Verify the Identity of the Operator by Password 
Entry, Reason Required, Manual Entry of Reason or Dropdown or 
both. Optionally an Approver can be required with a minimum 
Security Level, Entry of User ID and Password along with Reason 
Codes and/Or Description. 

B§11.50 (a) (1) The printed name of the signer For Both Operators and Approvers the Printed Name of the Signer is 
provided by the User Security  within InteractX, along with the 
defined Password.   

B§11.50 (a) (2) The date and time when the signature was executed The Date & Timestamp occurs with a Data Change when InteractX 
has validated the User ID 
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B§11.50 (a) (3) The meaning (such as review, approval, responsibility, or 
authorship) associated with the signature 

Using the Reason Code and/Or description will allow  InteractX 
Application developer to associate a Meaning with each Signature in 
the System 
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Subpart  21 CFR 11 Requirements Interact Compliance 

B§11.50 (b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this 
section shall be subject to the same controls as for electronic 
records and shall be included as part of any human readable form 
of the electronic record (such as electronic display or printout). 

The data stored includes the items identified in paragraphs (a)(1), 
(a)(2), and (a)(3) of this section.  The stored data may be viewed with 
these items in the system, exported to another system for viewing, or 
printed to a hardcopy. 

B§11.70 Signature/record linking 

Electronic signatures and handwritten signatures executed to 
electronic records shall be linked to their respective electronic 
records to ensure that the signatures cannot be excised, copied, or 
otherwise transferred to falsify an electronic record by ordinary 
means. 

For Both Closed and Open Systems, the Database Security will 
prevent unauthorized access to the data.  In a closed system 
configuration, when using a Closed Desktop access to Windows and 
File manipulation utilities is prevented.  For Open System 
Configurations implementation Windows File Security features are 
recommended if a higher level of security is desired.  

 
 
21 CFR Part 11 Subpart C - Electronic Signatures 
 
Subpart  21 CFR 11 Requirements Interact Compliance 

C§11.100 General requirements See (a), (b), and (c) listed below. 

C§11.100 (a) Each electronic signature shall be unique to one individual and 
shall not be reused by, or reassigned to, anyone else. 

InteractX User Administration capability ensures that each user can 
be assigned a unique combination of user name and password. 

C§11.100 (b) Before an organization establishes, assigns, certifies, or otherwise 
sanctions an individual's electronic signature, or any element of 
such electronic signature, the organization shall verify the identity 
of the individual. 

It is the customer’s responsibility to verify the identity of the 
individuals who will use the system. 
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Subpart  21 CFR 11 Requirements Interact Compliance 

C§11.100 (c) Persons using electronic signatures shall, prior to or at the time of 
such use, certify to the agency that the electronic signatures in 
their system, used on or after August 20, 1997, are intended to be 
the legally binding equivalent of traditional handwritten 
signatures. 

It is the customer’s responsibility to certify to the FDA that the 
electronic signatures in their system, used on or after August 20, 
1997, are intended to be the legally binding equivalent of traditional 
handwritten signatures. 

C§11.100 (c) (1) The certification shall be submitted in paper form and signed with 
a traditional handwritten signature, to the Office of Regional 
Operations (HFC-100), 5600 Fishers Lane, Rockville, MD 20857. 

It is the customer’s responsibility to submit the certification to the 
FDA Office of Regional Operations. 

C§11.100 (c) (2) Persons using electronic signatures shall, upon agency request, 
provide additional certification or testimony that a specific 
electronic signature is the legally binding equivalent of the signer's 
handwritten signature. 

It is the customer’s responsibility to, upon agency request, provide 
additional certification or testimony that a specific electronic 
signature is the legally binding equivalent of the signer's handwritten 
signature. 

C§11.200 Electronic signatures component and controls. See (a) and (b) listed below. 

C§11.200 (a) Electronic signatures that are not based upon biometrics shall: See (1), (2) and (3) listed below. 

C§11.200 (a) (1) Employ at least two distinct identification components such as an 
identification code and password. 

InteractX User Administration uses a username and password to 
define a user of the system.  The combination of these two are always 
unique. 

C§11.200 (a) (1) 
(i) 

When an individual executes a series of signings during a single, 
continuous period of controlled system access, the first signing 
shall be executed using all electronic signature components; 
subsequent signings shall be executed using at least one electronic 
signature component that is only executable by, and designed to be 
used only by, the individual. 

InteractX User Administration requires that a user identify themselves 
using their unique username and password to gain access to the 
system.  This event is capture as part of the User Access log.  Each 
data record logged may include the current user’s username.   

InteractX User Administration provides features for inactivity based 
forced logout of a user.  These features can be used to implement ‘a 
period of controlled system access’ for signing data records. 
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Subpart  21 CFR 11 Requirements Interact Compliance 

C§11.200 (a) (1) 
(ii) 

When an individual executes one or more signings not performed 
during a single, continuous period of controlled system access, 
each signing shall be executed using all of the electronic signature 
components. 

InteractX supports an automatic log out of a user after a period of 
inactivity.  InteractX can be configured to revert to state that gaining 
access to specific functional areas will require a user to log on to the 
system to sign additional data records. 

C§11.200 (a) (2) Be used only by their genuine owners InteractX User Administration uniquely identifies a username, and 
allows the user to configure their password such that is known only to 
them.  A system may be configured such that a password change is 
forced on the users next login, such that not even the system 
administrator knows the user’s password.  This can be used to 
guarantee uniqueness of access when a biometric solution is not used. 

C§11.200 (a) (3) Be administered and executed to ensure that attempted use of an 
individual's electronic signature by anyone other than its genuine 
owner requires collaboration of two or more individuals. 

InteractX User Administration supports features to ensure uniqueness 
of a user and that a password change is forced on the users next login, 
such that not even the system administrator knows the user’s 
password.  

In addition a User Lockout feature can be  employed such, that if 
there is an attempt to Login  with an ID that fails 3 times 
consecutively that ID is locked out until reset by an administrator 

C§11.200 (b) Electronic signatures based upon biometrics shall be designed to 
ensure that they cannot be used by anyone other than their genuine 
owners. 

Parker does not directly offer or support Biometric devices for 
InteractX however; many of the devices on the market are designed to 
provide User Name / Password combinations through ordinary input 
tools. 

If the customer wishes to use biometrics-based mechanism, it is their 
responsibility to select and integrate the biometrics-based mechanism 
to be used with the system.  
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Subpart  21 CFR 11 Requirements Interact Compliance 

C§11.300 Controls for identification codes/passwords. 

Persons who use electronic signatures based upon use of 
identification codes in combination with passwords shall employ 
controls to ensure their security and integrity. Such controls shall 
include: 

See (a) through (e) listed below. 

C§11.300 (a) Maintaining the uniqueness of each combined identification code 
and password, such that no two individuals have the same 
combination of identification code and password. 

InteractX implements password protection such that uniqueness is 
required for the username.  The combination of username and 
password will always be a unique. 

C§11.300 (b) Ensuring that identification code and password issuances are 
periodically checked, recalled, or revised (e.g., to cover such 
events as password aging). 

InteractX supports password aging, password expiration, and forced 
password expiration. 

C§11.300 (c) Following loss management procedures to electronically 
deauthorize lost, stolen, missing, or otherwise potentially 
compromised tokens, cards, and other devices that bear or generate 
identification code or password information, and to issue 
temporary or permanent replacements using suitable, rigorous 
controls. 

It is the customer’s responsibility to implement loss management 
procedures to manage user access in the event of lost, stolen, missing, 
or otherwise potentially compromised tokens, cards, and other devices 
that bear or generate identification code or password information, and 
to issue temporary or permanent replacements using suitable, rigorous 
controls. 

C§11.300 (d) Use of transaction safeguards to prevent unauthorized use of 
passwords and/or identification codes, and to detect and report in 
an immediate and urgent manner any attempts at their 
unauthorized use to the system security unit, and, as appropriate, 
to organizational management. 

InteractX password protection supports options to disable a user after 
3-failed log on attempts.  This User Access event can be logged to 
disk, and can be used to trigger an Alarm event in the system. 

C§11.300 (e) Initial and periodic testing of devices, such as tokens or cards, that 
bear or generate identification code or password information to 
ensure that they function properly and have not been altered in an 
unauthorized manner. 

It is the customer’s responsibility to develop policies and procedures 
to perform initial and periodic testing of devices to ensure that they 
function properly and have not been altered in an unauthorized 
manner. 
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